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Abstract   
his paper presents the economic impact of social media fraud in 

Bangladesh and its IT-based prevention model. Online privacy and 

security problems become a big concern of online day by day. Many types 

of issues growing up here, for example, phishing, hacking, sabotage, etc. Social 

media is a popular and powerful tool to express personal life and also business 

purposes in Bangladesh. Social communicating websites such as Facebook, 

Twitter, WhatsApp, and LinkedIn are popular social sites. Facebook is the most 

popular one. By these media, people communicate with their other friends, family 

and share thoughts, photos, videos, and lots of data, and also, many types of 

business and commerce have developed on social media. Presently, people just 

depend on it, so it's marketing value increases day by day well. As well as some 

Tech fraud groups have been formed and wake up to hack money in some tricky 

way in this big virtual society. At present, social media is one of the critical areas 

for fraudsters. We will show in this paper based on our study in two ways, (i) how much money is being 

spent through it; (ii) IT-based prevention model of this problem.  

 

 

1. Introduction 

Today, social media has become a part of our daily life [1]. People are now trying to do many things 

through social media, such as dealing with disasters or medical issues [2] [3]. Since people have been 

spending on social media for many hours of a day, a business platform has also developed here [4]. At the 

same time, the cheaters have raised their heads because social media has become an immune place to make 

money. The fraud quantity on social media is increasing comprehensively. 
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Everyone is connected to social media via the internet; that's impacted the revolution of Information 

Technology a lot. At present, about 30 million Bangladeshis are associated with this term (according to 2018 

social media user report) [5]. Cybercriminals are exploring sensitive and private data by unethical social 

engineering. In the context of Bangladesh, its prevalence rate is alarming, which affects the central economic 

situation. There are some specifications of frauds: pressure, scope, honey trap, rationalization. Unconscious 

People fall trap and lose their money and information. In the current times, it will be a big challenge for I.T. 

engineers to protect the users of social media from online frauds and spread awareness of spamming activity. 

In this study, we have been able to figure out the deceptive money ratio. Moreover, the total number 

of people who are victims of fraudsters and the number of people losing money in the face of frauds. Data is 

extracted by conducting surveys in four different sections of Bangladesh. The survey has revealed some new 

information to the analysis. Most people who lose money on social media are deceived. The cheaters 

convinced people with some lucrative offers or promising a personal pursuit. We have tried to solve this 

problem by creating An I.T. base system's model, which can protect people from fake or fraud profiles. And 

also, that system will try to catch suspicious activities and find frauds quickly. There is a substantial number 

of studies that have been carried out to examine social media fraud in B.D. and its remedies. The European 

Union has passed a new guideline that seeks to combat online fraud [07]. And some measures 

and procedures have been developed to address this threat, like detecting anomalous patterns based on data 

mining [08]. Spammers manipulate the review of a product and change the sentiment of the buyer [09]. 

Spammers also try to make rumors for their reasons [18].  So, now is the time to protect our data [19] [20]. 

2. Related Work 

The authors [15] discussed social media, and it's awareness, in this chapter. Mainly they have shed 

light on opportunities and challenges on social media; also, they review some information about multi-faced 

implications and few real-world cases. This chapter [15] carried out some exciting analysis with examples on 

location spoofing and two privacy issues about user to user privacy and user to third party privacy. In the 

awareness and action section here, authors try to prove in their word that deep learning methods and 

techniques are worthwhile for detecting fake location information. In our IT-based solution here, we have to 

try to prioritize authenticity mainly. That's why we didn't use any predicting and tracking system.  

This work [09] presents an algorithm that can detect fake reviewers groups in the online marketplace. 

They propose "DeFrauder," a tool that can detect counterfeit reviewers and their group. Authors applied here 

the graph base candidate group detection based on "coherence principle," they developed a three-stage 

algorithm which detects candidate fraud groups, then measures different indicators of the candidate fraud 

group and finally ranks groups based on their spam score. Here they used four real-world datasets, and it 

showed satisfactory results. In our work here, we design an I.T. based model (discussed in section 3.1) for 

social media that can indicate all types of anonymous profiles. That's why users can verify the original 

profile, and it will help him with decision making. 

In [14] this paper, the authors developed a chatbot that can estimate the security level of social media 

like Facebook, Instagram, youtube, etc. They build a mathematical model, based on this model, the chatbot 

checks some attributes and estimates the security level. In our work, we proposed an I.T. based model and 

developed a website that can find original and fake profiles using the database. After the manual verification, 

the authorized person will upload the profile data on the database. The process is too secure and authentic. 

The [21] article is based on online sexual harassment on anonymous social media in Bangladesh. 

There the authors conduct an online survey and some semi-structured interviews, mainly in Dhaka and 

Sylhet region. They analyze it with essential statistical tools. For semi-structured interviews, they used a 

"snowball sampling" method to select the participants. This analysis unveils some information about 

anonymous social media. Here we tried to find the losing money via social media. For the finding purpose, 

we randomly selected four cities in Bangladesh and attempted to conduct the survey online and 

offline(interview). We collected a total of 500 data, and these revealed some new statistics.  

According to another study [22], the authors find out some impact of using social networking sites in 

Bangladesh. It has been well reported some data; these are they found 60% of people face cybercrime using 

social networking sites. 33.2% affected in cybercrime using social networking sites. Also, 80% of people 

share their activity on social networking sites like Facebook, google plus, WhatsApp, etc. According to our 
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collected data, 33% of people on social media were faced with fraud. Also, we found, among 100 people, 

fraudulent cycles have taken 0.23 million - 0.065 million BDT (in particular). 

3. Research Methodology 

We collected  500 data from people via online surveys and interviews. In the present 

study, Bangladesh has an estimated 2019 population of 163.05 million [10], under eight-division [11].   We 

select four divisions among 8; these are Dhaka, Rangpur, Mymensingh, and Rajshahi, and the selected 

people ages 14-35. We conducted an online survey of totaling 200 in the Dhaka region. We anonymously 

selected 200 people from Dhaka and the rest of them via semi-structured interviews, 100 people from 

Rangpur, 100 people from Mymensingh, and 100 people from Rajshahi. The data were collected through 

interviews and online using a structured questionnaire from random people. The questionnaire includes some 

social media fraud scenario and the data on (Is the scenario familiar? transaction event, amount of money 

exchanged, means of occurrence, and also victims age). The questionnaire language was in Bangla. For the 

interview, we selected random people who used social media. The interview was conducted in public places 

like parks, playgrounds, in front of college and university campuses. We told the data providers whether 

something like the scenario had happened to him or anyone familiar with his surroundings. After collecting 

the data, we verify them and extract a percentage from them.  We use a formula to minimize the probability 

of matching at least two data between the positive data obtained. Take a look on this formula: 

Z= (2/p) × (p/p) × (1/p) 

Here Z is the value of probability incidence among the two cases, and 'p' is the percentage which we 

got from the data.  We have to use the value of 'Z' to purify our result. The summary statistics of the 

variables are reported in section results and discussion section on table 1. 

I.T. Based Solution 

In Bangladesh, around 33.5 million people use Facebook [12]. Where 72.2% are male and 28.8%, 

female[12]. And there are many pages and groups on social media like Facebook that are relevant to the 

business [13]. We developed a model to prevent fraud in the social media name 'checker'. We are trying to 

generate a unique code for every single account, group, and page. The method is those people who are 

willing to open an account, page, or group in social media in Bangladesh. First, they have to open an account 

as usual and apply for verification. After passing this manual verification, the authority will give them a 

unique code and store their account. On the contrary, the authority will create a website where people can 

check real and fake accounts, pages, and groups. Following this figure (Figure:1& 2), we explain a method 

people can avoid fake id and fake business or other risky pages.  
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Figure 1: Application Process Figure 2: Flow Chart checking an account. 

Currently, many web sites have been created to check the data from the database and give the correct 

answer (example: www.imei.info). It is not expensive at all. Currently, social media is also emphasizing the 

security of their sites [14]. And the mentioned process is easy-to-use. Here is some picture(Figure 3,4 & 5) 

of a website that we are designed for checking social media accounts. 
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Figure 3: Front page of Checker 

 

 

Figure 4: Processing Status 
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Figure 5: Result

It can be used easily. Just open the website, but the user name of the suspicious profile and site password and 

press check, then the work will be done automatically. That's it; it's too simple to use. 

4. Results and Discussion 

After analyzing the data, some new information has come out. The statistics have been represented in 

tables 1 & 2. The data is frustrating. There is some information we have found on there. 

● Suffering quantity: About 33% of people suffer from it. This is a huge figure in a large number of 

users. Among 100 users, around 33 people are suffering from social media fraud. Among the four 

cities, the victim percentage is almost the same. 

 

● Losing money: Around 20% of people lose money on social media fraud. Most of the victims have 

lost money through fraud. Those who have not lost money have been  sharme in another way. Many 

of them lost their reputation in society. 

● The ridiculous figure of losing money: The table:1 data revealed some new information.  If we look 

at it a little, we find that out of 100 people; fraudulent cycles have taken 0.23 million - 0.065 million 

BDT (in particular). Imagine the quantity!  So how much can this amount be for 33 million users? 

(Maybe a little or less) but the amount will be much higher, and it will affect the country's economy. 

This effect will be even more significant in countries like Bangladesh because the per capita income 

is too low than in rich countries. 

Table 1: Summary statistics: 

          
  Region 

 

 Amount of 
Data 

 

   The victim of      fraud 
    

    People who 

losing   money 

 

The amount of losing 

money. 

Dhaka        200 35.29% 19.5% 0.23 Million BDT 

Rangpur        100 31.20% 22.43% 0.065 Million BDT 

Mymensingh        100 36.50% 18.0% 0.082 Million BDT 

Rajshahi        100 31.01% 20.10% 0.072 Million BDT 

                                                                         

Table 2: People who faces problem but not lose financially: 
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Region       Quantity of People(not lose money) 

Dhaka                15.79% 

Rangpur                8.77% 

Mymensingh                18.50% 

rajshahi                10.91% 

                                                                       

With the opportunity of ignorance of the people, the fraud cycle is robbing money. Public awareness 

has become necessary for this. Inequality in the number of female and male users is increasing the amount of 

honey trap. If the solution model can be implemented, then it will be possible to detect the fraud cycle with 

human protection quickly. The model will be 100% effective if manual verification is pure.  

I.T. Based Model "Checker" Performance 

'Checker' is a website where people can verify other's profiles on social media. It has two processes; 

one is website administration and another for users. Users can apply there to demonstrate their social media 

profiles. After the verification of an authentic profile, the authority will store the profile records on its server. 

This verification system works manually. For authentication, the authority may check the national user id, 

birth certificate, passport, etc. If the authority did the process accurately, then the user will find a good result.  

5. Limitations 

Here we were able to collect only 500 data from 4 cities out of 33.5 million Facebook users in 

Bangladesh. So, the user's quantities are too large in this country. We just used some necessary statistical 

tools to find the victim quantities and figure out the loss of wealth. It will be a little different from our data if 

we will collect data from every user. In this I.T. based solution model, we have demonstrated here how it 

will work and also build a website to check it. In current situations, lots of hyper technology (A.I., ML, and 

deep learning) based mobile applications and tools exist in the market. But their accuracy is not reliable. 

Here we understand how much money is being swindled from the innocent people of Bangladesh. The 

fraudster also can pressurize the innocent people and sometimes leak their documents. In that case, they lose 

dignity instead of money. So, this is a sensitive issue, and we can't avoid it. Especially in Bangladesh, a lot of 

people are not conscious of using social media. That's why we need moral correctness of the solution model. 

Though the verification process is manual and time-consuming, it will give accurate results. As a beginner, 

users may feel uncomfortable for its extra process and low-level UI/UX, but it will make sure that they are 

safe from illegal people, groups, and pages in social media.  

6. Conclusion and Future Research 

In this article, we have discussed the problem and given its prevention model. Some dishonest and 

grabby people on social media always try to cheat with innocent users and income a considerable amount of 

money from them. It spread a lot, and the total number of frauds became a cause of concern for us. Scams 

become smarter day by day, but no optimal and factual solution exists so far to stop them [6]. We have 

proposed a model that can handle the problem and can give a possible way, but it has some limitations. We 

have tried to generate an I.T. solution to solve the problem, a dedicated team that can control the situation by 

judging the problem of consumers. We made the system safer by constructing a manual verification. In the 

future, we will try to make it more efficient by using updated technology, where people will be safe and 

secure on social media.  
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