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Abstract


R

adio Frequency Identification (RFID) technology is used to identify items remotely. The RFID system consists of three main parts: RFID tag, which contains data about an item; RFID reader; and an antenna that transmits radio signals between the tag and the reader. This system has many applications to identify and track objects and people — human microchipping. Therefore, besides the security threats associated with RFID systems, when a technology is related to people, privacy will be at more risk. In this paper, some RFID security and privacy concerns will be addressed, along with corresponding countermeasures. Human microchipping will be discussed along with available legislation in the United States.
1. Introduction

Radio Frequency Identification (RFID) is a technology for automatically identifying objects and individuals. It gives objects or people labels for making computer devices identify them automatically. Technically, an RFID device is a tiny microchip, which is called an RFID tag, which uses radio waves and electromagnetic fields to identify and track objects or people by transmitting data wirelessly to an RFID reader device.

RFID is a new technology that could eliminate the use of barcodes and magnetic strips [5]. It serves the same primary purpose of those earlier technologies but with more significant advantages:

1.
Unlike barcodes and magnetic strips, RFID devices do not need to be positioned for a line of site to be readable.

2.
As a result of the previous point, an RFID reader device can scan a batch of items simultaneously. In contrast, barcodes and magnetic strips readers can only read one item at a time. Thus, using RFID will automate the process.

3.
RFID can uniquely identify items by providing a serial number for example, which acts as a pointer to a database.

In broad terms, RFID is a technology that can increase productivity and maintain quality standards in numerous different areas, as it can be used in supply chain management, controlling physical access, library systems, baggage tracking and, interestingly, RFID microchips can be implanted into humans [6]. Nowadays, human microchipping is a major argument, as it raises ethical and privacy concerns in addition to the technology broad security concerns.   

2. RFID Security
Like almost all other networked technologies, RFID has some vulnerabilities. RFID is prone to numerous malicious attacks, and as long as the technology is evolving and being more ubiquitous, attacks and threats will be more complicated and difficult. Thus, an efficient threat model should be developed carefully. In this section, some common security threats will be addressed with layers of classifications [1] along with some possible countermeasures.
2.1. Physical layer: 
RFID systems with inadequate physical security can be easily attacked physically by adversaries taking advantage of the wireless connection within the system. Such attacks are as follows: 
1. Swapping or removing a tag can be done easily as the physical security of the tag is not the best for the tags that are not embedded into the item. Thus, anyone with no skill can remove a tag from an item and attach it to another item. Accordingly, attached objects will lose their traces and the data on the back-end system will not be accurate, and this will violate its integrity. 
2. Destroying RFID tags is also as easy as removing the tags, and causes the same problems as removing and swapping tags. However, sometimes RFID tags can be damaged non-deliberately or non-maliciously due to extreme environmental conditions. Also, they can be destroyed by other high energy sources.
3. RFID technology has a KILL command, which has the purpose of disabling a tag or erasing the data on the tag. An adversary could have access to the KILL command and perform malicious activities.
4. Temporarily disabling tags by disrupting the radio waves to prevent the signal from being read by the RFID reader, e.g., an adversary, can create radio signals in the same range of the tag signal to disrupt the communication between tags and readers. Some disruption can be unintentional due to environmental factors or other radio interference source.
5. RFID readers can be stolen. This threat is significant because readers contain the cryptographic keys to read corresponding tags. Therefore, adversaries can obtain access to those keys. Adversaries could obtain access to the back-end system, which may lead to a greater problem as this will ease further malicious acts.
6. A man-in-the-middle attack is a possibility where a device could be in the middle of the tag and the reader, where it can manipulate the communicated radio signals. As the reader and the tag are thinking that they are communicating with each other when, in fact, they are communicating with the adversary. This attack can be more sophisticated by having more intermediate enemy devices; one for the reader and one for the tag.
These attacks can be addressed by using some mitigations. Physical manipulation attacks on the tag and reader can be mitigated by using a good surveillance system. Embedding the tag inside the item can make it difficult for the intruder to detach a tag from an item. Also, sensors can be used and attached to the device to detect any manipulation or removal. Additionally, unauthorized usage of the KILL command can be limited by applying robust password management techniques. Furthermore, the man-in-the-middle attack can be controlled by minimizing the distance between the tag and the reader; the less the distance, the harder is to perform this kind of attack without being detected. However, there are techniques used to measure the distance between the tag and the reader, which helps with man-in-the-middle attack detection, such as the signal strength. So, if a signal strength between a reader and a tag is at a particular strength, and if it becomes stronger, this should be an indication of a man-in-the-middle attack.
2.2. Network and transport layer:
An RFID system is mainly based on communication between tags, readers, and the back-end system. Thus, many attacks can be performed based on these connections:
7. Cloning tags is defined as copying the tag ID and associated data to another tag for malicious purposes. The simplicity of this attack depends on the level of the RFID tag security; if it doesn’t employ any security measure, then cloning will be simple as the attacker will copy the ID of the tag and attach it to the clone tag. Otherwise, if the tag employs more security features, the attacker will have to use a more sophisticated technique.
8. An attacker can spoof the tag to impersonate it and gain its privileges. This requires the adversary to have full knowledge of the protocols used and authentication-related hidden information. 
9. The reader can be impersonated by a non-legitimate device to collect or alter data in the RFID tags. This attack can be successful depending on the security features applied. If the credentials for authenticating the reader are on the reader device itself, a stolen device will reveal this confidential information; otherwise, it will be more complicated to an adversary to impersonate an RFID reader.
10. Eavesdropping on the networked communication between the reader and the tag is also possible and is a serious attack. This is performed by using a special antenna to record the tag-reader communication, and this recorded information can be used for further attacks. The distance between the devices and the antenna is a factor which determines the feasibility of this attack.
11. Network protocols and operating system flaws can be used by attackers and affect the back-end system. These attacks do not directly affect the RFID communication.
Challenge response authentication procedures can be used to address the tag cloning attack. One method that can be applied is to use a Physical Unclonable Function (PUF), which uses various random components when it was being manufactured and then it is embedded in the RFID tag. This PUF is easy to produce, but it is impossible, in the practical way, to be duplicated. Another effective way against cloning is to have the information being correlated in the back-end DB. For example, if a person with an RFID tag tries to enter a confidential room, he/she will not be given access if the DB indicates that he/she is already inside. Also, public key cryptography is a good defense against tag cloning.
Eavesdropping and spoofing can be prevented by encrypting the RFID communication channel used. A more simplistic approach is to store all data, but the necessary ones, in the back end system database and not on the tag itself, and then retrieve the information once the tag is read. Authentication protocols can be used to combat spoofing and impersonation. Also, an additional form of authentication can be beneficial to defend against eavesdropping and spoofing such as using one-time pad. One-time pad is sufficient in this case because the tag/reader communication is prone to eavesdroppers; and since the password will be used once, it will not matter if it was observed by an adversary.
Addressing network protocol attacks can be done by securing the operating system used, disabling any insecure protocols and any unused ones, and make protocol configurations with the least possible privileges.
2.3. Application layer: 
In this layer, attacks on data are related to applications. Also, the user-tag connection attacks:
12. This technology is different than any other technology as it cannot be switched on and off. Accordingly, unauthorized readings can be made with no traces, especially that many RFID tags do not support reading authentication protocols. A well maintained system can tolerate this attack.
13. RFID tags have a user writable memory where the adversaries can exploit and make changes to its valuable data, such as making changes to a hospital tag which alters the diagnoses of a certain patient. This type of attack depends on the access matrix used by the RFID tag (read/write). The seriousness of this attack depends on the usage of the tag and the severity of the change made, like the patient example mentioned above.
14. RFID tags can be used by adversaries to perfume buffer overflows in the RFID back-end system. Buffer overflow is one of the hardest security problems, and it is used to overwrite adjacent memory locations. In other words, it occurs when a program tries to send more data than a buffer can handle, and this can be exploited by adversaries for malicious reasons. In RFID systems an adversary can use the RFID tags to send data repeatedly to overflow the buffer in the back-end system.
15. The adversary can inject malicious code, such as viruses, to the tag’s memory to perform a malicious activity to the back-end system. This kind of attack has been proven to be feasible, although it is not that widespread. Also, this attack can lead to an unauthorized accesses to the back-end database, as the adversary can inject SQL statements through the RFID tag.
To defend against those attacks, adequate and sufficient access controls should be employed in order to monitor the access authorizations. Using mandatory access controls (MACs) and discretionary access controls (DACs) efficiently along with appropriate policies would be an ideal solution. Read-only tags can be used when feasible, as it is sometimes can be inefficient for some applications. In addition, there is a method, called blocker tags, which distract unauthorized tag readings by generating several virtual tags that mask the actual tag. There is a tool called RFID Guardian, which acts as an RFID firewall. This firewall makes a private zone to a tag where unauthorized accesses are prevented. Other techniques can be used also, such as authentication protocols and encryption techniques (symmetric/asymmetric). However, the more effective prevention of unauthorized readings is to make the RFID tags inactive (switch it off) after the usage is terminated. In the case of buffer overflows and malicious code injections, regular code checking and penetration testing should be performed to mitigate those kinds of attacks and make sure that there are no vulnerabilities that can be exploited. Also, applying the least privilege accesses to the database will be helpful.  
2.4. Other attacks:
 This section describes attacks that can affect more than one layer in the RFID system, and some others that are related to human factors and not to technological skills:

16. Denial of service attacks can be performed to block access to RFID tags deliberately to interrupt their normal operations. One technique to perform DoS attacks is to send a stream of packets to the networking devices in the middleware system to full the bandwidth of the network or the capacity of the process to disturb the access for the regular clients. Another approach is to make a malicious usage of a blocker tag to perform a denial of service attack, as it produces a mass of virtual tags at the same time. This type of attack is known to be a severe security issue in all network systems.
17. Traffic analysis is a possible attack, where an adversary can eavesdrop on the communication and extract information from its pattern. This can be done even if the communication is encrypted.
18. An adversary can perform a replay attack by broadcasting a copy of a valid RFID communication replays at a later time to other clients so impersonation can be performed. This can be addressed by using, for example, timestamps, nuances, or one-time passwords.
19. Some attacks are not related to technological skills such as social engineering; an adversary can use his/her intelligence to trick humans into revealing confidential information or acting a certain way to help the adversary to perform his/her malicious activity. For example, one can offer help to an authorized person to enter a confidential place by holding the door, and gain unauthorized access by taking advantage of the opened door. However, educating people regularly to make them more aware of these kinds of attacks should be a beneficial approach for limiting those attacks.
3. Human Microchipping

Human microchipping is a technique that uses RFID chips, which are being implanted into a human body to auto-identify individuals. Implanting people’s capability has its roots in the field of medicine and technology as far as back in the late 1950s [2] when the pacemaker was innovated. Human microchip implantation was first demonstrated by professor Kevin Warwick of the University of Reading in 1998 [2]. RFID human microchipping technology raises a lot of concerns, including privacy and ethical concerns, especially that this technology is associated directly with individuals. In this section, the anatomy of the implanted RFID tag will be explained briefly. Privacy and ethical concerns will be addressed along with currently available legislations of this technology.

3.1. RFID tag anatomy

Human RFID tags are as small as a grain of rice. They are about 11 millimeters long and 1 millimeter in diameter [3]. They consist of three main parts; a tissue bounding cap, an antenna, and an ID chip. The tissue binding cap is made from a special form of plastic that has the ability to bind to the human body tissue to prevent the capsule, a glass capsule that contains the RFID circuits, from moving after being implanted. The antenna consists of coils that transform the reader’s magnetic field into current to power the chip. The last main part, the ID chip, modulates the current going through the antenna’s amplitude.

3.2. Privacy and ethical concerns

In the previous section, there was a discussion of some RFID technology security concerns along with some countermeasures. In this section, privacy and ethical concerns, related to human microchipping, will be discussed as security encompasses protection of information from adversaries and unauthorized users, but privacy is concerned with the right of individuals to control their personal information collection and usage. 

Privacy breaches can occur at any level. For example, the database level, the place where the collected information is stored. As the implanted microchip (the RFID tag in the human body) can hold all the individual’s personal information, medical conditions and background, type of insurance, certificate of birth, address, phone number, banking information, passports and visas and much more confidential information, it is important to restrict how this information is used, how it will be matched with other collected data, and, importantly, who will have the access to this information.

However, as RFID tag and tag/reader communications are invisible, and as a result of the RFID open environment, it is possible that anyone who has a reader will have the ability to spy and track individuals without the knowledge of the person who is being spied on or tracked. Thus, if the implanted tag has responded to an unauthorized reader, there are no indications to the owner of this unauthorized exposure. Therefore, adversaries can exploit this feature to track individuals and profile them. This is the greater privacy risk to the human RFID tags as the implanted chip could carry the most sensitive and confidential information about an individual. One solution for this is to make the reader read only an identification number from the implanted tag, and then retrieve the associated information from the back-end system; but this solution will not be beneficial for cross-systems. The distance between the reader and the tag could be limited to avoid any unauthorized readers from being in range. Nonetheless, this approach will highlight the advantages of this technology. Additionally, data aggregation has a role in tracking and profiling individuals. Once the data is collected, it can be matched with other data from different source systems and have more detailed information.

Health threats are also a significant concern as RFID readers and tags communicate through electromagnetic waves that are emitted into the air and through the human body. Also, the implanted tag could cause infections and diseases in the human body, and that’s why there should be more research in this area [2].

However, privacy threats can have multiple dimensions depending on the owner’s behavior, individuals associated with the tag, and the owner’s preferences. 

Privacy and ethical concerns can be prevented or limited in several ways. Frist, detailed governmental legislations should be stated so the inventors and users of this technology will be more careful and will pay greater attention to the privacy aspect, especially because humans and real persons are involved. Second, sophisticated security and privacy policies and access controls should be implemented to minimize a many violations as possible. Finally, self-legislation and ethical manners should play a significant role in preserving the privacy of individuals. 

3.3. Legislation

To ensure the privacy and security of the human microchipping is enforced, using legislation is one good measure for limiting the uses of this technology. In fact, because of the widespread public concerns, ten states have already enacted laws for the device implanting technology. In this section, the legislation of the state of California [7] for the subcutaneous implanting of identification devices (in our case is the RFID chip/tag) will be summarized and analyzed. 

3.3.1. A summary of California State bill number SB 362: identification devices: subcutaneous implanting

· The law restricts and prohibits a person, institution or an organization from requiring or forcing any other individual to have an implantation of an identifying device such as an RFID tag.

· The violation of this law will assess a civil penalty that can be reached over $10000.

· A person who suffered from any damage because of this implantation has the right to bring a civil action.

· The law identifies the “identification device” as any item or product, which is capable of transmitting personal information, including the radio frequency devices.

· The law defines “personal information” as any information used to identify a person, and it states this information specifically; name, address, telephone number, e-mail, IP, website, birth date, driver license number, bank account, social security number, credit card information, health insurance information, religion, ethnicity, nationality, photograph, and/or biometric identifier.

3.3.2. Analysis of California State bill number SB 362

The law summarized in the previous section is considered to be prohibiting the chip implant enforcement of one individual to another. It did not specify or address any privacy or security concerns. The law should be more detailed and should address more privacy and security aspects for this technology. As this law came out in 2007, and because the technology is evolving rapidly, it should be updated and address the following:
· The collection of data should be constrained under the consent of the individual with the implanted chip.

· Limited data should be accessed according to the purpose and should be destroyed afterward.

· Sharing or disclosing the data collected from the implanted device should be restricted and under the consent of the individual.

· The implanted chip should be secure enough to limit unauthorized accesses, modifications or disclosures. 

· The individual with the implanted chip should have the right to know who can access her/his personal information on the device and who has control.
1. Conclusion 

RFID technology is more ubiquitous than it was several years ago. This technology can be used in almost everything around us, from simple use such as for grocery shopping to a more complicated use such for e-passports and visas. Besides all the benefits and the advantages that this technology can give, it raises a lot of security and privacy concerns. Consequently, these security and privacy concerns should be addressed and more research on this aspect of this technology should be performed. In this paper, some security threats were discussed along with some mitigation techniques and countermeasures. As human microchipping with an RFID tags is becoming more popular, privacy and security concerns have had much greater attention. Ten states in the United States of America have produced laws for this new field of implanting identification devices such as RFID tags. The laws mainly address the concern that an implantation of such a device should be done within the agreement of the two parties, the implanted individual and the party who will implant the device. Government laws should be more specified and address the privacy issues and make any unauthorized reading illegal.
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